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Introduction

All Central Bank Portal users must enrol for Cisco Duo in order to
access the Portal. Users that did not pre-enrol prior to the 04th April
2025 will receive an email from <no-reply@duosecurity.com> that
will contain a link for enrolment. This link will be valid for 30 days. This
link will expire on the 04th May 2025.

e There are two enrolment options.
e You will need a PC and a Phone to enrol.

e For greater security and convenience, we recommend that you
use the ‘Duo Mobile’ app method and download the app prior to
beginning the enrolment process.

e The ‘Duo Mobile’ app is free and you will not have to pay a
subscription to use the app.

Please follow the guidance below for enrolling and logging in. If your
enrolment link has expired please email onlinereturns@centralbank.ie.
You will be sent a new enrolment link which will be valid for another
30 days.

Back to “Contents”
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Enrolment - Duo Mobile App.
Step 1:

When registering for a Portal account new users will need to enrol for Cisco Duo. Users will
receive the below email from Duo Security. Please click on the link to enrol.

P 21/022005 1555
Duo Security <no-reply@duosecurity.com>
[External]Duo Security Enroliment

Your exge setup 1 user account for Duo. You will find yous Dus
administrator below. If you huve. ‘your organization’s [T or

L-' &%, Banc Ceannais na hEireann
K*ﬁ;.(lr' Central Bank of Ireland

Y Eurosystem

Hello.

The Central Bank of Ireland is rolling out Duo Multi Factor Authentication (MFA)
to authenticate access to the Central Bank of Ireland Portal (“the Portal”). This will
replace our existing MFA which will be obsolete going forward.

To learn more about Duo authentication and how to access “the Portal” visit here.

btps:/fwww. Ibank 7 bank-portalhelp/help-on-your-
second-factor-method

Step 2:
.
{-’&‘ Hanc Ceannals na hireann
F ¢ Central Bank of Ireland
.

A separate window will open as per the
screenshot, select ‘Get Started’.

Welcome to
Duo Security

Your organization uses Duo Security to protect
your identity. Create an account to get started.

Learn more about Duo 4

Get started

Back to “Contents”
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Step 3:

After you select ‘Get Started’
you will see the ‘First, add a device’ page.

Please select the Duo mobile option.

First, add a device

You'll use this to log in with Duo. You can add
another option later.

Duo Mobile Recommended

Get a notification or code on your device

N Phone number 3
D Get a phone call

Meed help? Secured by Duo
Step 4:
Please select ‘l have a tablet’
to enrol using the Duo mobile app. You do not < Back

need to input your phone number at this step.
Enter your phone number

You'll have the option to log in with Duo Mobile.

Country code Phone number

BN +353 ~ ‘ |

Example: "85 012 3456"

| have a tablet

Need help? Secured by Duo

Back to “Contents”
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Step 5:

Select ‘Next’ once the Duo Mobile app is < Back

downloaded and installed on your phone.

Download Duo Mobile

On your mobile device, download the app from

the App Store or Google Play.

Next ‘

Need help? Secured by Duo

Step 6:

Using the DUO app scan the QR code from
within the app. This completes the association of < Back

the Duo phone-app-account to your device. Set
up is then completed. Scan this code in Duo Mobile

In the app, select Use QR code to scan.

Get an activation link instead

Need help? Secured by Duo

Back to “Contents”
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Step 7:

You are able to add another device
if you wish or you can select
‘I don’t want to add more devices'. "

Add one more device

With more oplions to log in, you'll be less likely
to get locked out

Eih Phone number Recommended %
Get a phone call

| don't want to add more devices

Need help? Secured by Duo
Step 8:
You will see the ‘Setup completed’
screen once registered. You have successfully 5

registered. You will be able to log in using Duo.

Setup completed!

You're ready 1o log in with Duo

MNeed help? Secured by Duo

Back to “Contents”
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Enrolment - Phone call

This section describes the steps taken to enrol if the preferred authentication method is by

receipt of a phone call.

Step 1:

Users will receive the below email from Duo security. Please click on the link to enrol.

Duo Security <no-reply@duosecurity.com>
[External]Duo Security Enroliment

y 15:5‘ Banc Ceannais na hEireann
(%57 Central Bank of Ireland

| 32—

Hello,

The Central Bank of Ireland is rolling out Duo Multi Factor Authentication (MFA)
1o authenticate access to the Central Bank of Ireland Portal (“the Portal”). This will
replace our existing MFA which will be obsolete going forward.

To learn more about Duo authentication and how to access “the Portal” visit here.

hitps //www centralbank i ion/central-bank-portalhelp/help-on-your-
second factor-method

Back to “Contents”




Step 2:

When you click on the link in the email-
A separate window will open as per the
screenshot, select ‘Get Started’
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Banc Ceannais na hfireann
Central Bank of Ireland

Burusystem

Welcome to
Duo Security

Your organization uses Duo Security to protect
your identity. Create an account to get started.

Learn more about Duo (5

Get started

Back to “Contents”
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Step 3:

Please select the ‘Phone number’ option.

%%, Banc Ceannais na hiireann
"B Central Bank of Treland
e —

First, add a device

You'll use this to log in with Duo. You can add

another option later.

@ Duo Mobile Recommended
Get a notification or code on your device

Phone number

Get a phone call

Need help? Secured by Duo

Step 4:

Please select the ‘Phone number’ option.
< Back

Enter your phone number

You'll get codes from Duo at this number to use

when you log in.
Country code Phone number
BN +353 ~ ‘ [| ]

Example: "85 012 3456"

This is a landline phone

Need help? Secured by Duo

Back to “Contents”
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Step 5:

You must confirm your details are correct by T —

. . ¢ ) )
clicking ‘Yes, It’s correct’. < Back

Is this correct?

(01) 2345 6789

Yes, it's correct

No, | need to change it

Need help? Secured by Duo
Step 6:
Set up is completed and you will see on the
screen that the phone call has been added. g o

Please select ‘continue’.

£ Added phone call

You can now log in with Duo using a phone
call

Continue

Need help? Secured by Duo

Back to “Contents”
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Step 7:

You are able to add another device if you wish or
you can select ‘l don’t want to add more devices'. ) =i
ke’

=ntral Bank of Irelend

e

.A
4

Add one more device

With more options to log in, you'll be less likely
to get locked out.

@ Duo Mobile Recommended
Get a notification or code on your device

| don't want to add more devices

MNeed help? Secured by Duo
Step 8:
You will see the ‘Setup completed’
screen once registered. g IS i

This indicates you have successfully registered

and will be able to log in using Duo. Setup completed!

You're ready 10 10g in with Duo

help? Secured by Duo

Back to “Contents”
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Manage your second factor device

This section describes the steps that users can take to change or add authentication devices.

To access the Duo self-service portal follow the steps below.

Step 1:

When you login to the Central Bank portal, enter your
person code and password and click signin. You will then Enter code in Duo Mobile

be met with the below screen. Click 'Other Options’. Verify it's you by entering this verification code
in the Duo Mobile app...

193

Sent to "iQS" (+eee e w1357
- =
Other options
Need help? Secured by Duo
Step 2: < Back
Select ‘Manage Devices'. Other options to log in
s gl R >

iag Duo Mobile passcode 3
— Enter a code from the Duo Mobile app

3 Phone call
0 Call "IOS" (#+++ == =+ 1357)

Bypass code
== Enter a code from your IT help desk

Manage devices
Add a phone, Touch ID, and more. >

@ Firstyou'll verify your identity.

Need help? Secured by Duo

Back to “Contents”




Cisco Duo Multi Factor Authenticator | Central Bank of Ireland Page 14

Step 3:

You will need to verify your identity before you are

able to manage your devices. Please select the option 0
that you currently authenticate with to access the .
‘Manage devices’ page. -

Verify your identity before
managing devices

e Duo Push N
D Send to "iOS" (+++= == === 1357)
123 Duo Mobile passcode 3
- Enter a code from the Duo Mobile app

3  Phone call N
D Call "jOS" (++++ = oo+ 1357)

Bypass code

123 >

—— Enter a code from your IT help desk

Step 4a:

|
If you select the ‘Duo Push’ option from the above

screenshot, a code will appear on the screen which you < Back

enter into the Duo Mobile app to verify it’s you.
Enter code in Duo Mobile

Verify it's you by entering this verification code
in the Duo Mobile app...

548

Sent to "iOS" (+eee == eee 1357)

Waiting for approval...

Need help? Secured by Duo

Back to “Contents”
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Step 4b:
If you selected the ‘Phone call’ option click ‘Call < Back
phone’ and your phone will ring. Please press the
number ‘1’ on your keypad to verify it’s you. Call your phone
Verify it's you by calling "iOS" (+e++ «= == 1357)
Call phone
MNeed help? Secured by Duo

Step 4c:
If you selected ‘Duo Mobile passcode’ enter the 6 Enter your passcode
digit passcode that appears in the ‘Duo Mobile’ app Very its you by entering a passcode from the
to verify it's you. Duo Mobile app.
Passcode
F-----
Other options
Need help? Secured by Duo

Back to “Contents”
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1. Add adevice

Step 1:

If you are trying to add a new device or change your phone number select ‘Add Device’.

Back to login =

os ¢ B Add a device
Log in faster with Touch ID, Duo Push,
and more

+353 83 403 1357
Apple iPhone 11

I have a new phone

Step 2:

You can then select the option of which method © o Cose X

.........

you want to add.
Select an option

You'll use this to log in with Duo. You can add

another option later.

@ Duo Mobile Recommended
Get a nofification or code on your device

e Phone number 3
D Get a phone call

Need help? Secured by Duo

Step 3:

Complete the process by following steps 3 to 8 under Enrolment - Duo Mobile App

Back to “Contents”
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2. Change your device

Step 1:

If you have a new phone and want to update your Duo mobile app from your old phone to your
new phone please click ‘I have a new phone’.

Back to login -

ios ¢ Edit Add a device
Log in faster with Toueh ID, Duo Push,

+353 83 403 1357
Apple iPhone 11

I have a new phone

Step 2:

When you click ‘I have a new phone’ click get

started.

Close X

Let's set up your phone

Same number? You can connect to Duo Mobile
in a few steps.

If you got a new number, you'll need to close
this screen and add a new device.

Get started

Need help? Secured by Duo

Back to “Contents”




Step 3:

You will need to confirm ownership so click ‘Call
my phone’.

Step 4:

Answer the phone call and you will hear your two
factor authentication passcode on the recording.
Enter the passcode on the screen and click
‘Verify'.
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< Back Close X
Confirm ownership
+353 83 403 1357

Call my phone
Need help? Secured by Duo
£ Back Close X

Passcode sent

Enter the two-factor authentication passcode
sent to +353 83 403 1357

Verify

Send a new passcode

Need help? Secured by Duo

Back to “Contents”
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Step 5:

You will then be prompted to download the Do | — — ——,
Mobile’ app from your relevant app store. If you
already have the app downloaded please select
“Next” to continue.

£ Back Close X F

Download Duo Mobile

On your mobile device, download the app from
the App Store or Google Play.

‘ Next ‘

Need help? Secured by Duo

Step 6:

Open the ‘Duo Mobile’ App and click the ‘Add+’
option and then click ‘Use QR code’ to scan the ¢ Back Close X
QR code that is presented on your screen.

Scan this code in Duo Mobile

In the app, select Use QR code to scan.

Get an activation link instead

Need help? Secured by Duo

Back to “Contents”
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Step 7:

After you have scanned the QR code you will
receive a confirmation message that you can use Pr——
‘Duo Mobile’ to log in. Click continue and you will be % e

brought back to the main ‘Manage Devices’ screen. © Added Duo Mobile

You can now use Duo Mobile to log in using a
push notification sent to your mobile device.

Since you added a phone number, you
can also use phone calls.

Continue

Need help? Secured by Duo

Step 8:

You will receive a confirmation email from no-reply@duosecurity.com confirming that you
have added a device. If the device was added by you, you do not need to take further action on
the confirmation email.

If you receive this email and you did not add a device please click the option on the email ‘No,
this wasn't me’.

Below is a sample of the email confirmation. You will receive when adding a device.

Back to “Contents”
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Banc Ceannais na hEireann
Central Bank of Ireland

Eurosystem

Hi Fouwr Name
Do noticed a device (Android) was recanthr added to your account.

If thiz was vou, no further action 1= needed.
Details

Orzanization:  Ceptral Bank of Ireland

Device: Yowr device details

JOUNY XXX 00

Location: Dublin, L, IE

Time: April 29, 2025 3t 11:31 AM IST

Usernama: Your Peyzon Code

Dnd vou recently add a devica?

Mo, this wazn't me

Why am [ gettmsz thiz email?
Due will notify you when changes have been made to vour devices to protect your account from
unauthorizad activity.

Back to “Contents”
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Test Portal

e Cisco-Duois also replacing the Microsoft Authenticator on the test portal. If you have a
test portal account, you will receive an enrolment link from <no-
reply@duosecurity.com>. This will expire on the 4t of May 2025. After that date you

can contact Central Bank support for assistance.

¢ |f you have accounts on both portals and have pre-enrolled for the live Portal you will
receive an email to enrol on the test portal. Use this link for test portal enrolment.

e If you have accounts on both portals and have not pre-enrolled for either you will
receive two emails and you will need to enrol through both links received from the
email address <no-reply@duosecurity.com>

Troubleshooting.

e |If you have lost access to the device that you have set up your second factor
method on and you do not have an alternative second factor method set up you can
contact onlinereturns@centralbank.ie. We recommend that you set up an
alternative second factor method which you can do on enrolment or when you
login and click ‘Other Options’ and selecting ‘Manage Devices'.

e If you are using the phone call method to authenticate and are not receiving the
phone call when you sign please check if your ‘Wi-Fi calling’ setting are turned on.
If so please turn off your Wi-Fi calling setting. Some phone providers allow Wi-Fi to
receive calls in areas with weak signal. If you have a weak mobile signal but strong
Wi-Fi please use the ‘Duo Mobile’ app.

e The ‘Duo mobile’ app is supported on devices that run Android 11 and later and
10S 16 and later.

Back to “Contents”
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Cisco Duo does not provide official support for non-standard custom Android
operating systems like OnePlus, LineageOS, or ColorOS, nor is Duo Mobile
supported for use on ChromeOS. The current version of ‘Duo Mobile’ supports
Android 11 and greater.

If you do not have a Smartphone, please select the ‘Phone call’ method.

If you cannot find the ‘Duo Mobile’ app in your app store please select the ‘Phone
call’ method.

If you update your email address on the Central Bank Portal this does not
automatically update your email address on Duo. Please email
onlinereturns@centralbank.ie to request an update to your email on Duo and

please include your person code, old email address and new email address.

Please visit our portal help page ‘Second Factor Method’ for more information.
https://www.centralbank.ie/regulation/central-bank-portal/help/help-on-your-

second-factor-method

For more information on Cisco Duo please visit - https://duo.com

Back to “Contents”
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