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Chairman of the Board / Director
20 April 2017
Re: Implementation of Risk Management Requirements by Investment Firms subject to the

Client Asset Regulations

Dear Chairperson

The Central Bank of Ireland (the “Central Bank”) recently undertook a themed review to assess how
investment firms! that are permitted to hold client assets, have implemented the new client asset risk
management requirements. The aim of the themed review was to evaluate how the role of the ‘Head
of Client Asset Oversight’ (the “HCAQ”) is discharged and how the ‘Client Asset Management Plan’
(the “CAMP”) has been developed and embedded within each of the inspected investment firms. The
purpose of this letter is to provide feedback on the Central Bank’s findings and to highlight a number

of good practices which you should consider in the context of your firm.

The risk management requirements were introduced by the Client Asset Regulations? (the “CAR”),
which were first published in March 2015, and came into effect on 1 October 2015. The CAR ‘Risk
Management’ principle® requires investment firms to develop and maintain a CAMP, which must be
challenged and approved by the Board, in order to document the risks to safeguarding client assets
and how these risks are mitigated. Investment firms are also required to appoint a HCAO* in order to

oversee the investment firm’s arrangements for safeguarding client assets.

In the course of the themed review, it was encouraging to note that HCAOs took a considered and
constructive approach regarding their new responsibilities. It will be important that HCAOs continue

to build on work already undertaken to develop the CAMP and embed it within the investment firm.

1 “investment firm” as defined in Regulation 2 of the Central Bank (Supervision and Enforcement) Act 2013 (Section 48(1))
Client Asset Regulations 2015 for Investment Firms (S.I. No. 104 of 2015)

2 Central Bank (Supervision and Enforcement) Act 2013 (Section 48(1)) Client Asset Regulations 2015 for Investment Firms
(S.I. No. 104 of 2015)

3 Regulation 8 of the CAR

4 Pre-Approval Controlled Function (“PCF”)



The HCAO must continue to establish and maintain effective relationships with internal and external
stakeholders, in order to ensure effective oversight of client asset responsibilities. The HCAO has a
critical role in ensuring that the protection of client assets is a top priority issue in the investment firm
on an ongoing basis. It is the Board’s responsibility to ensure the HCAO role is allocated to an individual
with adequate authority, resources and expertise. The Board should note that the HCAO PCF role is

subject to initial and ongoing review by the Central Bank.

While the themed review noted a number of good practices, it also identified that further work is
required to develop the CAMP and embed it within investment firms. In order to promote a culture of
challenge, it is important that the contents of the CAMP are comprehensive and can be readily
understood by an independent reader, including independent directors and external parties. The
CAMP is a “living” document and it must be continually re-assessed to ensure it remains current and
reflective of the investment firm’s evolving business model. In order to effectively embed the CAMP
in the investment firm’s overall risk management framework, it is necessary to have a comprehensive
risk identification process which captures and evaluates emerging firm-specific risks. Improvements
to CAMPs are also required in relation to documenting the rationale for key judgements made with
regard to the investment firm’s business model. Aligned with this, the CAMP must clearly explain the
client asset systems and controls in place, and it must be updated in a timely manner to address
material changes to the investment firm’s business model. Insolvency sections of the CAMP must be
developed to ensure sufficient information is captured. Continuous re-assessment and development
of materiality metrics, and client asset reporting arrangements, are necessary in order to embed the
CAMP.

This letter is addressed to the Chairman of the Board, as accountability and responsibility for ensuring
that the investment firm has effective arrangements to safeguard client assets rests with the Board.
The protection of client assets is a key priority for the Central Bank, as it is for your firm, and any risks
to investor protection identified must be effectively managed. Embedding the CAMP within your firm
is essential to ensuring client assets risks are effectively managed and the HCAO has a significant role

in ensuring this objective is achieved on the Board’s behalf.

Appendix 1 to this letter outlines the key findings from the themed review in relation to the CAMP,
together with the good practices noted. Appendix 2 to this letter outlines observations and good
practice noted in relation to the HCAO role. Investment firms are at all times obliged to comply with
their legal obligations as set out in the CAR and are expected to comply with related Guidance issued
by the Central Bank. The good practices noted during the themed review are not an exhaustive list
and investment firms should be continually evaluating their client asset risk management

arrangements to ensure they are fit for purpose.



Action Required

The Central Bank requires your firm to consider all findings, observations and good practices listed in

Appendix 1 and 2 to this letter against your client asset risk management arrangements.

The Central Bank expects that this letter will be discussed and considered by the Board before 31
December 2017, and that the minutes of the relevant Board meeting will record this. In circumstances
of non-compliance by an investment firm with any regulatory requirements relevant to the matters
raised in this letter, the Central Bank may, in the course of future supervisory engagement, or when
exercising its supervisory and/or enforcement powers in respect of such non-compliance, have regard
to the consideration given by an investment firm to the matters raised in this letter. Matters raised in

this letter may also be considered during the conduct of future inspections.

Should you have any queries regarding the content of this letter please contact the Central Bank’s

Client Asset Specialist Team at: cast@centralbank.ie.

Yours sincerely

Michael Hodson

Director — Asset Management Supervision Directorate


mailto:cast@centralbank.ie

Appendix 1

During the themed review, the following key findings and good practices were noted in relation to
developing and embedding the CAMP.

CAMP

1. Risk Identification

Finding:

e Client asset risks specific to an individual investment firm’s business model were not always
adequately identified or captured in the CAMP. A comprehensive risk identification process
specific to the business model of the investment firm is essential to embedding the CAMP
in the investment firm’s overall risk management framework. Accurate risk identification is
necessary in order to effectively evaluate the adequacy of mitigants.

Good Practices Identified:

e Using a “risk matrix” to comprehensively capture relevant risks, and evaluate those risks
against relevant controls and other mitigants. A risk matrix is more readily digestible for an
independent reader, thus promoting a greater level of challenge and allowing for more
effective oversight.

e Documenting in the CAMP all risks, including primary (for example, counterparty) and
secondary (for example, reputational) risks, reflecting fully the risks to safeguarding client
assets, specific to the investment firm’s business model and operational arrangements.

e Documenting in the CAMP outsourcing risks and risks relating to service continuity where
there is a material reliance on a third party service provider (for example, for custody or
banking services).

e Continuous evidenced-based evaluation of the risk of fraud, both internal and external, and
the adequacy of mitigants.

2. Business Model

Finding:

e CAMPs did not always clearly capture key judgements made by investment firms regarding
their business models. These key judgements can be fundamental to an investment firm
when determining the scope of its obligations under the CAR and developing a clear
framework which allows the investment firm to meets its obligations. For example,
determining whether products/services are regulated or unregulated has a significant
impact on how the client asset obligations apply to the investment firm when providing such
products/services. This determination also impacts on the information which must be
disclosed to clients in this regard. An independent reader should have a clear understanding
of the services/products that are in or out of scope of the CAR, including the basis for, and
the implications of, such judgements.

Good Practices Identified:
e Documenting in the CAMP when products/services are deemed to be in or out of scope of
the CAR, and capturing the rationales for these key judgements.
e C(learly incorporating into the CAMP client on-boarding obligations, which detail the
investment firm’s disclosure to clients in relation to services/products to be provided,
including the associated risks and any limitations to protections available to clients.




e Including in the CAMP the rationale for the investment firm requiring permission from the
Central Bank to hold client assets, and outlining alternative options that were considered.

3. Insolvency Information

Finding:

e While it was evident that some investment firms gave careful consideration to developing
an insolvency section in respect of client assets in their CAMPs, other insolvency sections
were noted to be too high level, with insufficient information captured. The insolvency
information must be a stand-alone section in the CAMP and operate as an effective ‘road-
map’ for a third party insolvency practitioner. It should contain all relevant information
which the independent practitioner would need to enable the swift distribution of client
assets in the event of the investment firm’s insolvency.

Good Practices Identified:

e Regular compliance testing of all content in the insolvency section of the CAMP, including
hyperlinks to information and documentation, to ensure the content is up-to-date,
functioning correctly and accessible to a third party insolvency practitioner.

e Completion of an annual independent test of the insolvency section of the CAMP, in order
to provide assurance to the board of the investment firm that the content (including
hyperlinks and cross-references) of the insolvency section is sufficient and accurate.

4. Materiality

Finding:
e Investment firms must identify and regularly re-assess client asset materiality metrics, to
ensure that there is regular and meaningful escalation and reporting of client asset matters.
In evolving the reporting framework, investment firms should consider other qualitative
criteria which may trigger reporting or escalation within the business.

Good Practices Identified:

e Regular re-assessment of materiality criteria to ensure metrics are fit for purpose and
appropriately calibrated to the investment firm’s evolving business model and client asset
transaction cycle.

e Documenting in the CAMP qualitative criteria which may trigger escalation within the
investment firm and/or reporting to the Central Bank. For example, where an investment
firm is contemplating the use of non-standard practices in order to facilitate a client, this
should trigger an immediate escalation within the investment firm as it may expose the
investment firm to increased operational risks, with potential for adverse consequences.

e Quarterly reporting to the board, or relevant committees within the investment firm,
regarding quantitative and qualitative client asset metrics.

5. CAMP Development

Finding:

e CAMPs were not always updated in a timely manner in order to reflect material changes to
the investment firm’s business model or a change in circumstances that affect how the
investment firm safeguards client assets. For example, a significant project, acquisition or
migration affecting client assets must be promptly and adequately reflected in the CAMP. It
is important that the CAMP is viewed as a “living” document which should be continuously




reassessed and evolve with the business, thus promoting increased engagement and
challenge.

Good Practices Identified:

Extensive internal and external consultation during the development and ongoing review
and updating of the CAMP.

Capturing in the CAMP how each of the seven core principles of the CAR are addressed by
the investment firm.

Quarterly HCAO reviews of the CAMP in order to ensure it is kept up-to-date.

Semi-annual board reviews of the CAMP to ensure it adequately captures any changes to
the investment firm’s business model which affects the manner in which client assets are
held.

6.

Effective Risk Mitigation

Finding:

CAMPs did not always contain sufficient information in relation to an investment firm’s
client asset controls and key IT systems in order to demonstrate how these systems and
controls meet the principles of the client assets regime. It is important that the CAMP
contains detailed explanations with regard to how the controls in place mitigate key
operational risks, as this facilitates greater challenge in evaluating the effectiveness of the
controls implemented. It is also important that an independent reader can understand the
interactions and dependencies between key IT systems relevant to client asset processes.

Good Practices Identified:

Including in the CAMP a clear explanation of client asset controls to mitigate client asset
risks, particularly key operational risks. Using a “risk mitigation matrix” was noted as an
effective way of achieving this.

Providing in the CAMP a clear explanation of the various IT systems used by the investment
firm in respect of client asset processes, and how these systems interact with each other.
Documenting in the CAMP how access is controlled and monitored for key IT systems.




Appendix 2

During the themed review, the following observations and good practices were noted in relation
to embedding the role of the HCAO.

1. Conflicts of Interest

Observation:

e Independence from day-to-day operational client asset processes is important for the
HCAO role to be effective. In addition, the person appointed to the role of HCAO should
be free from any conflicts of interest in performing the role. Where a conflict of interest is
unavoidable, it should be identified and adequately managed.

Good Practices Identified:

e Documentingin the CAMP the rationale for the nomination and appointment of the HCAO,
including the criteria used by the investment firm in making this appointment.

e Documenting clear and distinct reporting obligations for the HCAO, where the HCAO holds
other roles within the investment firm.

e Capturing in the CAMP the measures in place to manage any potential conflicts of interest
which may arise from the performance of the HCAO role (for example, where the HCAO
holds other PCF roles within the investment firm).

2. Effectiveness in carrying out the HCAO role

Observation:

e Building and maintaining relationships with key stakeholders is essential to ensuring the
HCAO role is effectively discharged. The HCAO has a significant role to play in ensuring that
relevant stakeholders have adequate knowledge regarding the firm’s obligations to
safeguard client assets and that there exists a forum for regular discussion of client asset
matters among stakeholders.

Good Practices Identified:

e Periodic re-assessment of HCAO resourcing requirements by the investment firm.

e In relation to the Control Function holder (the “CF”) identified to provide cover in the
HCAOQO'’s absence, documenting this arrangement in the CAMP, and providing and
evidencing initial and ongoing training to the CF.

e The provision of client asset training by the HCAO to the investment firm employees,
including board members, in order to increase knowledge and awareness of client asset
arrangements and obligations, and to promote an increased level of engagement and
challenge.

e Using existing fora (for example, Risk Committee) or establishing a stand-alone forum in
order to facilitate open consultation and information sharing on client asset matters with
relevant stakeholders within the investment firm.

e HCAO maintaining regular and open engagement with the external auditors.




3. Oversight and Reporting

Observation:

e HCAOs drive the evolution of how oversight responsibilities are discharged, including the
regular reporting of client asset information to the board and relevant committees. It is
important that HCAOs consider how oversight is exercised in relation to any outsourcing
arrangement relevant to client assets.

Good Practices Identified:
e HCAO undertaking a quarterly review of the investment firm’s client asset obligations and
formally reporting the findings to the board and/or relevant committees.
e HCAO introducing a tailored oversight approach incorporating a combination of daily and
other less frequent monitoring activities.
e HCAO development of an oversight framework in relation to any significant outsourcing
arrangement relevant to client assets in order to ensure its ongoing robustness.




