


	Reporting Form for MiCAR Firms:
· Breach;
· Error and Incident; and,
· Breach of custody.

	Introduction

	· This is the Breach, Error and Incident Reporting Form for CASP Firms.[footnoteRef:1]  [1:  The reporting of breaches and/or incidents is required under Article 92 (1) of Regulation (EU) 2023/1114 of the European Parliament and of the Council of 31 May 2023 on market abuse 
(Market in Crypto Asset Regulation).] 



· The Form should be completed with reference to one particular issue / incident and therefore the matter being reported should fall under one of the four categories:
· Section (A) – Breach;  
· Section (B) – Potential future breach; or
· Section (C) – Operational/Other incident; or

· However, if appropriate, multiple categories may be selected. Additional information may also be provided under Section (D) – Further Information.

· All submissions must complete the contact information section immediately below.




	Contact Information

	Provide the contact details of the person making the submission:
a) Name:
b) Contact number:
c) E-mail address:
d) Position of person:

	




	State the requirement that the report relates to, including specific reference to the relevant legislation or other regulatory requirements.  

	





	[bookmark: SectionA]Section (A) – Breach (If reporting in relation to a breach that has occurred, answer all questions in this section).

	A.1 Date breach occurred

	

	A.2 Date breach identified

	





	A.3.a Has the breach been rectified? [Yes / No / Not Applicable]

A.3.b If yes, please explain how and when the breach was rectified.

A.3.c Date breach rectified (if applicable)

A.3.d If no, please detail the actions that are planned to rectify the breach. Include detail on the expected timeframe to complete these actions.

A.3.e If not applicable, please explain why.

	

	A.4 Date report submitted to the Central Bank

	

	A.5 Provide a detailed description of the breach, including a relevant history of all operational areas within the firm impacted by the breach and reference to the specific regulatory requirements which have been breached. Outline how the breach was identified (for example, by a manual or automated check, or identified by the firm/ a client/other).

	


	A.6 Is the firm aware of the breach occurring previously? If so, provide details.

	

	A.7 Has the breach been brought to the attention of the Board and/or Risk/Compliance Committee? (Yes/No

	




	A.8 Does the firm consider this breach material:
 a) Yes, No or N/A
 b) Why

	





	A.9 Recurrent (Yes/No)

	



	A.10 Provide details of impact/possible impact/financial impact with regard to the following area(s) (as applicable):
 a) Client
 b) Firm - Reputation
 c) Firm - Financial
 d) Other

	





	A.11 Where a client(s) has been impacted, state whether said client(s) has been informed. (Yes/No or N/A)

	

	A.12 Please detail any further changes to the firm's systems, procedures or controls that have been made or are planned as a result of the identification of the breach.

	

	A.13 Provide details of any insurance claims that the firm has made/intends to make in relation to the breach (as applicable).

	

	A.14 Has the firm sought or does it intend to seek legal advice in relation to the breach? If yes, provide details.

	

	A.15 Provide any further information you deem applicable 

	



	[bookmark: SectionB]Section (B) – Potential Future Breach (If reporting in relation to a potential future breach, answer all questions in this section).

	B.1 Please provide comprehensive detail on the potential future breach.

	





	B.2 What is the probability of the potential future breach occurring?

	





	B.3 When do you estimate the potential future breach might occur?

	



	B.4 What is the estimated impact of the potential future breach? Please provide an estimate of: 
a) Clientb) Firm - Reputation
c) Firm - Financial
d) Other

	





	B.5 What actions have you taken or are planned in order to mitigate or prevent the potential future breach? Include detail on the expected timeframe to complete these actions.

	





	B.6 Has the potential future breach been brought to the attention of the Board and/or Risk/Compliance Committee? (Yes/No)

	

	B.7 Does the firm consider this breach material:
 a) Yes, No or N/A
 b) Why

	



	[bookmark: SectionC][bookmark: _Hlk219114816]Section (C) – Operational/Other incident not resulting in a breach (If reporting in relation to an operational incident, answer all questions in this section). Firms should make their own assessment of the materiality of operational incidents and take into account both quantitative and qualitative criteria. 

	C.1 Date operational incident occurred

	

	C.2 Date operational incident identified

	





	C.3.a Has the incident been rectified? [Yes / No / Not Applicable]

C.3.b If yes, please explain how and when the incident was rectified.

C.3.c Date incident rectified (if applicable)

C.3.d If no, please detail the actions that are planned to rectify the incident. Include detail on the expected timeframe to complete these actions.

C.3.e If not applicable, please explain why.

	

	C.4 Date report submitted to the Central Bank

	

	C.5 Provide a detailed description of the incident, including a relevant history of all areas within the firm impacted by the incident. Outline how the incident was identified (for example, by a manual or automated check, or identified by the firm/ a client/other).

	


	C.6 Is the firm aware of the incident occurring previously? If so, provide details.

	





	C.7 Has the incident been brought to the attention of the Board and/or Risk/Compliance Committee? (Yes/No)

	





	C.8 Material:
 a) Yes, No or N/A
 b) Why

	





	C.9 Recurrent (Yes/No)

	



	C.10 Provide details of impact/possible impact/financial impact with regard to the following area(s) (as applicable):
 a) Client and other relevant stakeholders
 b) Reputation
 c) Firm
 d) Other

	





	C.11 Where a client(s) has been impacted, state whether said client(s) has been informed. (Yes/No or N/A)

	

	C.12 Has the operational incident been rectified? [Yes / No / Not Applicable]

	

	C.13 If yes, please explain how and when the incident was rectified.

	

	C.14 If no, please detail the actions that are planned to rectify the incident. Include detail on the expected timeframe to complete these actions.

	

	C.15 If not applicable, please explain why.

	

	C.16 Please detail any further changes to the firm's systems, procedures or controls that have been made or are planned as a result of the identification of the incident.

	

	C.17 Has the firm sought or does it intend to seek legal advice in relation to the incident? If yes, provide details.

	

	C.18 Provide details of the resolution status and/or resolution/remediation plan(s). This should include details on the current/planned controls that will ensure that this incident does not re-occur, and details of any disciplinary action taken.

	

	C.19 Provide any further information you deem applicable (for example, details of any provisions that the firm has made in relation to the incident).

	





	[bookmark: SectionE]Section (D) – Further Information (Please detail any additional information pertaining to this matter or upload in a separate document).

	







The Central Bank may process personal data provided by you in order to fulfil its statutory functions or to facilitate its business operations. Any personal data will be processed in accordance with the requirements of data protection legislation. Any queries concerning the processing of personal data by the Central Bank may be directed to dataprotection@centralbank.ie. A copy of the Central Bank’s Data Protection Notice is available at www.centralbank.ie/fns/privacy-statement.
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